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STG invests a great deal of <me and effort into our SOC® audit process, as well as suppor<ng processes 
that exist outside of the audit period (e.g., preparing bridge leHers). We hope that the following addresses 
frequent ques<ons we receive about STG’s SOC® reports, the <ming and length of the tes<ng period, the 
assessment criteria, the annual reports issued, and accompanying bridge leHers.  

If you have addi<onal ques<ons aOer reading this, please reach out to us at CR@thesummitgrp.com.  

What are SOC® reports? 
The American Ins<tute of Cer<fied Public Accountants (AICPA) developed System and Organiza<on 
Controls (SOC®) repor<ng as a way for a company to 1) show their customers and other key stakeholders 
that the internal controls on which the company relies are working and 2) provide an independent third-
party valida<on of that assurance from a cer<fied public accoun<ng firm.  SOC® reports are used to 
communicate that informa<on. 

Are there different kinds of SOC® reports? 
There are several kinds of SOC® reports. SOC 1®, SOC 2®, SOC 3®, SOC for Cybersecurity and SOC for Supply 
Chain. Each has its own purpose and guidelines for use. There are also several types of SOC® reports. A 
Type 1 report covers the design of controls at a specified point in <me in the past. A Type 2 report confirms 
that the controls were in place and opera<ng effec<vely and as designed over a defined period of <me in 
the past.  

What kind of SOC® reports does STG provide to customers? 
STG currently provides a SOC1® Type 2 and a SOC2® Type 2. 

STG SOC1® Report 
A SOC1® Report reports on the controls of the service organiza<on that are relevant to the user 
organiza<on's internal controls over financial repor<ng. Some clients use certain STG products or services 
that process or manage informa<on that has the poten<al to impact these clients’ financial results. This 
report is relevant only to customers who depend on STG for certain products or services that could impact 
the customer’s own financial repor<ng.  

Organiza<ons like STG that provide products and services of this nature oOen provide clients with SOC1® 
Type 2. Examples of enterprises that produce SOC1® reports for clients include payroll processors, trust 
departments, employee benefit or re<rement plan operators, registered investment advisors, loan 
servicers, payment processors and others. STG engages a cer<fied public accoun<ng firm to assess our 
control environment annually and report on their results. 
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STG’s SOC1® includes general informa<on about the organiza<on, as well as the period covered by the 
report. An independent third-party auditor reviews STG’s control environment every year. The report 
documents STG’s current control objec<ves and the controls we use that are designed to meet those 
objec<ves. The report also includes the tests conducted by the independent auditor, as well as the results 
of those tests and the auditor’s overall opinion on the design and effec<veness of our controls over <me. 

STG SOC2® Report  
Many of STG’s clients rely on us to maintain certain controls known as “Trust Services Criteria” that protect 
various areas of our business and those of our affiliate or subsidiary organiza<ons. STG engages a cer<fied 
public accoun<ng firm to assess these criteria annually and to report on their results. This means that an 
independent third-party auditor reviews STG’s control environment every year and draws a conclusion as 
to the existence and effec<veness of these controls over a period of <me. This conclusion, the control 
environment descrip<on, and the tes<ng results are summarized in an annual SOC2® Type2 report. 

Our SOC® 2 Report assesses the design, effec<veness, and reliability of STG’s internal processes and control 
environment. The report indicates the organiza<on has undergone a rigorous, in-depth audit of its internal 
control ac<vi<es by an independent accoun<ng and audi<ng firm. By undergoing an annual SOC®2 audit, 
STG obtains a comprehensive audit report disclosing the controls and processes in place that provides the 
independent auditor’s opinion regarding the opera<onal effec<veness of the processes and procedures 
applied to the business ac<vi<es that are subject to the described internal controls.  

Trust Services Criteria 
The AICPA maintains a set of criteria (Trust Services Criteria) designed for its members to use in evalua<ng 
the design, suitability, and opera<ng effec<veness of a client’s control environment. When this evalua<on 
occurs for a point in <me, that is reviewed in a SOC2 ® Type 1 report. When the evalua<on is based on 
observa<ons and tes<ng over a period of that, that is reviewed in a SOC2® Type 2 report. 

The primary categories of Trust Services Criteria are: 

• Security – Informa<on and systems are protected against unauthorized access, unauthorized 
disclosure of informa<on, and damage to systems that could compromise the availability, integrity, 
confiden<ality, and privacy of informa<on or systems and affect the en<ty’s ability to meet its 
objec<ves. 

• Availability – Informa<on and systems are available for opera<on and use to meet the en<ty’s 
objec<ves. 

• Processing Integrity – System processing is complete, valid, accurate, <mely, and authorized to 
meet the en<ty’s objec<ves. 

• Confiden8ality – Informa<on designated as confiden<al is protected to meet the en<ty’s 
objec<ves. 

• Privacy – Personal informa<on is collected, used, retained, disclosed, and disposed of to meet 
the en<ty’s objec<ves. 

The Security Criteria are required as part of a SOC2® evalua<on. A par<cipa<ng organiza<on also has the 
opportunity to select the other Trust Services Criteria that apply to it. At STG, currently we par<cipate in 
the Security Criteria. During our annual test period, which typically runs from January 1 through 
September 30 each year, our independent third-party auditor collects informa<on, reports, screen shots, 
and log files related to our Security Criteria controls. Once all of the evidence is gathered and tests have 
been performed, the auditor draOs a SOC2® Type2 report that outlines their conclusions on whether STG’s 



controls were in place and opera<ng effec<vely during the tes<ng period. This report takes <me to 
produce, and we are given a draO to review for completeness and accuracy. We usually receive this at the 
beginning of October. The auditors typically provide a final report near the end of October, which we make 
available to our clients upon request.  

Audit Period 
A SOC® review is performed as a “look-back.” This means our independent third-party auditors examine 
evidence for ac<vi<es that occurred previously during the nine months of our tes<ng period to determine 
whether all stated controls were in place and opera<ng effec<vely during that period. Clients some<mes 
ask for a report that covers the current year or quarter, or even one that is valid into the future. 
Unfortunately, that is not how the SOC® review process works, as we are only audited on whether the 
controls were in place and effec<vely opera<ng during the audit period. 

Bridge Letters 
STG’s audit period is based upon a fiscal year that starts on January 1 and ends on December 31. The 
tes<ng period covered for our SOC®1 Type 2 and SOC2® Type 2 reports is January 1 through September 30 
(the first nine months of the year). Some clients’ vendor management cycles end in different periods, and 
the varia<on in fiscal years between client organiza<ons and STG can cause a reliance gap. STG issues a 
bridge le)er, also known as a gap le)er, to provide our clients with con<nuity during those periods. STG 
typically issues its bridge leHer for both its SOC1® and SOC2® reports in January or February of each year 
to cover the 4Q of the prior year (the period of <me between the end of our report test period and our 
year-end). 

Some<mes we get out of cycle, or even get urgent same-day requests, for bridge leHers. This puts us in a 
difficult posi<on, as STG’s bridge leHer has to aHest that: 

• There are no material changes in the control environment outlined in most recent SOC2®  report; 
• The descrip<on of the controls outlined in that report are s<ll in place; and 
• There have been no significant control deficiencies with the controls described in the report. 

The effort required to officially validate these statements is substan<al and takes <me and effort from a 
number of associates and departments across the enterprise.  

We understand the urgency and importance of these requests from our customers, but we want to ensure 
that all par<es understand that a bridge leHer is more than a simple email or document created 
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spontaneously to sa<sfy a par<cular client’s request. Should an urgent and unplanned situa<on arise, 
please let us know as early as possible and we will do our best to work with you to help you meet your 
organiza<on’s <melines or find another mutually sa<sfactory solu<on in the interim.  

What is the difference between a service organization, service 
auditor, user organization and user auditor? 

• Service organiza<on – the organiza<on under examina<on (i.e., STG) 
• Service auditor – the organiza<on performing the examina<on (i.e., STG’s auditors) 
• User organiza<on – Customers who receive your SOC report (i.e., your company) 
• User auditors – Customers’ auditors who may ask to see the SOC report (i.e., your auditors) 

What are Complementary User Entity Controls (CUEC)? 
CUEC internal controls describe responsibili<es of a user organiza<on. The user organiza<on must 
implement these controls themselves within their own organiza<on in order to the process to work end-
to-end.  

 

 

 


